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IN—F v )L IIL—T7LIANC, 3> 2 —%% Active Directory @ OU ICEATZ
« Active Directory @ OU (@A TZX 5D (x., AD Scanners #3F L7355 DA TT

CLONE RULE

R O—DEHZE AN

Name *

New Rule 1

Search for entity... jo)

» Select from organization tree
\E - ‘E
Affected Devices (0) & ﬁ% éLj:R

Clone Configuration From

CANCEL

[ ]
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Policy > Client Settings > Install & Upgrade > Uninstall Settings

« OAvE1—XRDODEEEAHDHarmony Endpointa 7> A4 VXA F—IILTELRWERIC, 7VYA VYA b=
IR —FZHELET
e Push Operations TV A VA b—=IL%&dBHEEE. 7oAV XM=/ T— N IARETT

HARMONY ENDPOINT A pidemo002 v QO xzesBvTsr? Q0 0MA demo @) o @ INFINITY PORTAL

HhirestBravention LT, et ll CLIENT UNINSTALL PASSWORD SETTINGS X - entit o Unsaved Rules 0 ~ @ install Policy D)
v Data Protection
CAPABILITIES & EXCLUSIONS >
General
Defd = esssssssssens g
OneCheck Default settings for the entire organization
SmartCards Defd Last Modified Feb 8, 12:38 PM (yoshiyasun_EpN = Versi =
B
Access Rules Confirm Password USER LOGS INSTALLATION GENERAL %
o T INTERFACE & UPGRADE 2
Access & Compliance =
.............
o
Client Settings _ )
Default Installations and Upgrades
v Enable the user to postpone the client installation or upgrade
v Deployment Policy
£ o o o~ g e
Software Deployment v. Change the password for all rules where the Default reminder interval 30 v min(s)
E Packa £ o WO -1 -
HEXpottbackage default password was not changed Force installation and automatically 48 - hour(s)
Endpoint Client restart after
Browse Client Maximum delay in download of packages 4 : hour(s)
Uninstall settings
CANCEL 0],¢
Agent Uninstall Password

Deployment from Local Paths and URLs

[
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77— MEBHERE (1,/4)

Threat Hunting

ERIXTE L 721 T Threat Hunting Z EHAEIT L. FRICA XY FERE L 7ZFRIC
EBEEICBANTEEY
Threat Hunting BE T, @A L7-WARY M EBHNEAXA—ILT FLAZEZRFELET

BB BT Aunting MRANLE N v
EHET )

7 o— BRI O—
EHIXTE

[ ]
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Threat Hunting

« Threat Hunting @ Notifications (2. 77— F D@L A —ILT FL X ZKEL £
s THYVIFOBEENSLT T —MOBEAEEREIRL £9

(Y LASTDAY v ) PROCESS v Let the hunt begin ... ‘+
E Notifications _
TO STARTHUN  oocpeemen @ Aoa—% 5] =X '3'
o [ ] Global E-mail Notifications
E MITRE ATT&C
Recipients
. Sl
| (O NOTIFICATIONS Z:EIR L FJ et
? ‘ . A demo (demo@checkpoint.sc)
NOTIFICATIONS
WINDOWS

0

TOTAL
MACHINES

INUX

[ ]
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Threatkﬁunhng

EEE(IBITAAR Y NOEXEAEEZRTFELES
BMBERED YW ~X—7%7 Vw7, MREFEHE% Bookmark (C

N
N

el X7

Bookmark (&I N7-REZETTEHIRIIC Threat Hunting AMfThi 4
(Detection Attack Status) ¥, #&H L 7=Blade (Detection Triggered by) .

AN L 7-WEE D IRRE

Severity (Detectlon Severity) 72 & ZRREMHICHECTCETET

(@ Threat Huntmg{<f DEHZ

xLET

DETECTION Bookmark (\

EVENT

e +

L) M LASTDAY v Detection Attack Status  EXISTS

+ Create Shared Bookmark

MERE (3/4) 77— FBHMARY P

E

aa

(® Shared - available 1o all system users
O Private - available only to you

Low
Medium
| High

| Critical

@ %A, '
refin and try again »
@ a’— T \\J 7 7R \\J 7 Z ': a’— T \\J 7 %Ani 'd— Send E-mail notifications to mailing list for any new hits
CANCEL

[ ]
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77— FBHMERE (3/4) 77— bFBHARY MRTE

Threat Hunting
Bookmark ~D&EEFIC [Tag] %X ET H &, Bookmark & 7 Z &Il EHTERRINET

> Bookmark [, #F ZEICFEEFH>TRITRSINET

[ ]
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Y r—a Save & Install

Policy

e Web Ul TEE -ZELAZFRYY—F. RUSY—DA VA= ZITS5FCT, a2 —%ITER
SNFHA, TEFEETHICIFR)Y—A2—T LT A VA M=ILFT
« =TI BEITHNIE. BEEZXERYET I ENRIETT

Unsaved Rules 1 ~ @ Install Policy D
ABILITIES & EXCLUSIONS
nobu

The following changes were made since the |ast policy installation. Review the changes and click on 'install’ to install policy.

Unsaved Rules 1 ~

W& Save All Changes
F View Changes
Use Predefined

# Discard Changes Changed Rules Settings (1)

® Custom

73 = =z WEB & FILES
EE Ijq ﬁ* @ E@E?S\\ E&;’% PROTECTION Changed Rule Order and Assignments (2)
DR BE
Last Modified M3
URL Filtering CANCEL
URL Filtering]

Download protection

Download Emulation & Extraction @ rrevent -

RENR & RIF

[ ]
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Threat Prevention : &3@ (1 /5)

Policy > Threat Prevention

Threat Prevention TIIZZEXTRIEE ICEAT 2 EZHEERL £
- Web & Files Protection
- URL 745UV
e XyvoO—FRE (VU RFRy IR, 774 IVEEL)

¢ nbnEl %&0)1%:; ("ZD J A ///7‘\ _IJ“_¥/\X'7— P{%Z%

- ZehKBHR (t—7 - Lbar—3r E—7 - H—F)
e TrFANRE (FrF -~ YzT YRRy o R)

- Beavioral Protection
« TUF Ry b
- RHFUVIRE
o VUF T LTS
e FUF . -TX7OA

* Analysis & Remediation
- WEREN (7L YU X)

- 1B

[ ]
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https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Configuring-Threat-Prevention-Policy.htm

Threat Prevention : 1@

@ (2/5)

Policy > Threat Prevention

« N—F v )LTIL—THFERLT, BE
o 3/111—?75*\3@;&0)/1‘\')\/—@5@)5@%%@ 1278 > TWBIGE.

ﬁU%——%l R —

AN

¥ Threat Prevention

HARMONY

I Policy Capabilities I

RSNV —%ZRETETET

DEATR !
|l N

B B SREAE DIRRE

GaDRY =N EHINET

RS —Z & DM

Unsaved

JL ==

&E

JINT
! POR

Aule Name Applied To Web & Files Behavioral Analysis CAPABILITIES & EXCLUSIONS
Global Exclusions
v Data Protection Exclusion & cp-demo2 '
- o @ 8 9 2 Loy & Exclusion
General & cp-dem
Policy Mode @ Custom v
OneCheck =
1 B [+ Exclusions
}Eﬁ J”E 29 Exclusions Edit Exclusions >
CP-den o WEB & FILES BEHAVIORAL ANALYSIS &
2 3% CP-der ¢ @ 4 9 2 /oy PROTECTION ~ PROTECTION  REMEDIATION
Client Settings
2PM pMa e 2)
demo-point
v Deployment Policy ‘
Pe) f e 9 Q f:Q [+] URL Filtering
Software Deployment
URL Filtering Mode @ @ Frevent
v Export Package
. ) Entire Oroanization & i
Endpoint Client B Entire Organizatio ¢ 9; L4 Q‘ Qo Download Protection
ERoSes Download Emulation & Extraction @ or
E / t Policies
EROTI e Credential Protection
Zero Phishing @ Frevent
Password Reuse Protection @ Prevent
[
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Threat Prevention : &3@ (3 5)

Policy > Threat Prevention

FRIEFER I NTERE 2 ER

CAPABILITIES & EXCLUSIONS

= — i
REE B Tuning
N Eval
Recommended
23 Exclusions Exclusions Center
Default
Policy Mode Custom
Strict
WEB & FILES BEHAVIORAL ANALYSIS &
PROTECTION PROTECTION REMEDIATION .
> Y van — > N
Last Modified Sep 9. 04:32 PM (voshivasun EpMaaS Only. version: 18) %@;{\—J-EEU) jj 7 - U % E?R
S f S : } o ~ > SN ~ —
afe Search /TU‘/_@/\_‘/EI/%%T\
Search Reputation ®on
Force Safe Search ®on -
Files Protection o #ﬂ@fi& ﬁbd)@j'ﬁg
Anti-Malware Mode . Prevent
Files Threat Emulation Mode ®on -
— Vavaw L =2
X a7 XREREOFH T

Advanced Settings Ax AE

°
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Threat Prevention : 3@ (

4 /5)

Policy > Threat Prevention

« BREICHTAENEET— FDERTELEIL
1) Prevent / Detect / Off
2) On / Off

28YdHY) X

@ Detect - ° Ej-] 'T/IE Tt — I\\\ D f:Eti:J:RHSE@

e Prevent
e Detect
e Off

' Prevent

C BEARRIE (ZRYY) L. BYIC
C EZRAaBH L. AYICEER
L BEEE A ETHL

O os a . BIMEE— FOEIRFZO
®on « On . ez mit
O off  Off L BEeE 7 L

[ ]
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Threat Prevention : &3@ (5 /5)

Policy > Threat Prevention

0 Confldence LevellZ, A VT MR T77AILDNBENH DT & DEEMETT,
- [High] 2. BEAH S ENITITHEETT,
e [Medium]| . BEAH AEEENIESICEHWLNTT,

Always . « Confidence Level (Z & %@M’F@ RN

Always « Always e ZELT

o « High ; H|gh D5 AO)%L;%?_
. - Medium & High  : Medium & High 0B&ICEFT
e D « Never CEITLEEA

[ ]
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Threat Prevention : URL Z 4 L2 Y 5

Policy > Threat Prevention > Web & Files Protection > URL Filtering
- URL 74U YJIF, BBBARATT /X TEERH M b2ERLET

« Advanced Settings T, A7 3VUDREIR, 77 v 7 U MDEIFREEEL 9
« BATIVIE, SOIICEFEMAATIY OBREER TCEET

CAPABILITIES & EXCLUSIONS >

demo EXCLUSIONS CENTER

Use Predefined Settings . ) Web -Ij- ’r I\ /\0) 7
, I rFa—JniE
® Custom ADVANCED SETTINGS - WEB o riecs rnu e
WEB & FILES BEHAVIORAL ANALYSIS &
PROTECTION PROTECTION - a - -
~ - _\.l_ = i
I  E)1EE— FEER mmaéh#
FostModied Mar 23, 0028 FI T : Categories @ Specific Categories (0)

URL Filtering

Credential Protection Bandwidth Consumption (0) |  Edit.

URL Filtering Mode @ Detect B
hr lati General Use (0) Edit...
Threat Emulation 0 | < i e
Download protection : - | ecal Liability / S . 0 T
p v Files Protection Legal Liability / Regulatory Compliance (0) Art/ Culeure
Download Emulation & Extraction @ rPrevent -
General Productivity Lost (0) | Edit... Blogs / Personal Pages
v Security (10) | Edit... Business / Economy
Advanced Settings Black list (0) Edit... Computers / Internet
Education

[ ]
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Threat Prevention : Download {£& (1 /2)

Policy > Threat Prevention > Web & Files Protection > Download Protection

o MMbﬁﬁ>¢b—FENﬁZﬂhmmEmMﬂmnt\TMmﬂEmmdmmD&E%ﬁﬁﬁbiﬁ
o BMETE— K% [Detect] ICL7=8BE. 774IL~AD7T7 Ut X%AE/BlHET (Z Threat Emulation (2 &
HBEOREL. A>Ty b2A7ICEHLET

== -I-
AP . EELOAEMELE., E— FOER
CAPABILITIES & EXCLUSIONS > URL Filtering Supported files s 1 0) ~ :E 0) =
® Get extracted copy before emulation completes

Download Protection
demo EXCLUSIONS CENTER &) Dactpmentielmalicous Slemenits: ¥ Hements 1o Btpc 4 4HE L. Sandbox T®

Credential Protection Convert to PDF AN RS D¢ an OX

- Threat Emulation Suspend download until emulation completes

Use Predefined Settings

]

ptolh g fptolt

E‘S‘H

Ho0—RERY
L

L. Sandbox T®
'j\/l:l_ I*%_"utF_f

Block Download SandbOX\ %%1t*§éﬁg-—6*-{j—$—
Emulation Environments 0) 7 77 /r )LOD 9 |'7 ‘/ D —_— F ﬂ'lz:l:

Last Modified Mar 23, 06:28 PM (demo, version: 1) -
Upload and emulate files under | 15 ~ MB ©

v Files Protection

N
-
-
P4

dice] dis

od B

e Custom ensid Allow
enera

b

Unsupported files

Signature
® Allow Download

WEB & FILES BEHAVIORAL ANALYSIS &
PROTECTION PROTECTION REMEDIATION Scan

URL Filtering

® Use Check Point recommended emulation environments

URL Filtering Mode Ej] 1’E :E [ I: % ‘;E *R Use the following emulation environments:

Search...
Download protection
Image
Download Emulation & Extraction @ Frevent -
No images to display
Advanced Settings
Override Default Files Actions
0 Overrides | Edit

°
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Threat Prevention : Download {£& (2 /2)

Policy > Threat Prevention > Web & Files Protection > Download Protection > Advance Settings

Elements To Extract T, EBEZEHE T 2 ERZBIRL I
Override Default Files Actions T, 7 7 A4 JLHLsRF Z & @ Threat Emulation & Threat

Extraction O&MEZ#ER L £

Elements To Extract Override Default Files Actions

ADVANCED SETTINGS - WEB & FILES PROTECTION ADVANCED SETTINGS - WEB & FILES PROTECTION

€ Back Elements To Extract < Back  Qverride Default Files Actions

L0 Search 16 items O Search 81 items

L ET T Risk Description File Extension Description File Action Extraction Mode

Custom Properties | 1 very-Low Custom document properties PDF Adobe acrobat document Default (Emulate and Extrar rrelevant v
v Fast Save Data | 1 very-Low Stored data for fast document saving DOC Microsoft Word 97-2003 Document Default (Emulate and Extrar rrelevant -
i Macros and Code | 5 Critica Microsoft Office macros and PDF JavaScript code DOCX Microsoft Word Document Default (Emulate and Extrar rrelevant -

Summary Properties | 1 very-Low Summary document properties XLS Microsoft Excel 97-2003 Worksheet Default (Emulate and Extrar rrelevant v
i Linked Objects 4 High XLSX Microsoft Excel Worksheet Default (Emulate and Extrar rrelevant -
v Sensitive Hyperlinks 3 Medium Links to network/local file paths PPT Microsoft PowerPoint 97-2003 Present... Default (Emulate and Extrar rrelevant -
o PDF URI Actions 3 Medium Open Uniform Resource Identifier (URI) resources PPTX Microsoft PowerPoint Presentation Default (Emulate and Extrar rrelevant =
v Embedded Objects 4 High Files and objects embedded in documents EXE Executable File Default (Emulate) s A -
Y PDF Launch Actions 4 High Launch external applications TAR Tar Archive Default (Emulate) - e .

[ ]
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[2E)] YV FRY IR T77MANVEZE(LDIRE (1.72)

) £ 9
2714 IILDOEEE

6 HA-b5WFEEAESAUL X+

— C & meti.go,jp/policy/netsecurity/mng_guide.html

| HALERES1> Q‘ Harmony Endpoint

| e

© HA)(—tFaUFABENIFSA> W u
P S—

RN~ (CBDONT

|EILSNT-PDF 771 ILHS

ooAO—kFEhZFET,

pE2B-2 2ENMBOM (PDFFZT) A~ (Fak28512738826)

CSM_Guideline_ap...pdf A

[ ]
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CSM_Guideline_app_C.cleaned.xIsx.pdf
POF CEBULELR ZNE

F27MVOABREBRDBRL DI L\}

CSM_Guideline_app_C.cleaned.xIsx.p

Office 7 7 A ILPPDF 7 7 A ILDX 7> A—KFFIC, 77A4ILOEENAITWNET
T7AILNDOEENNEHITLT 277 RO KRRy IZRATITED 7 7AIILDBEEITLNETS
BENMET L, TOT7 7AILDOLEUHIERETE, TTOT7 7AIILEEET S I EAABEICHK

JTDI7I7AILDEH9A—FK

6 H4I-tEUFEEHAESA X <+

< C @ metigojp/policy/netsecurity/mng_guide.htm| e ol &
I HL A2 6. Harmony Endpoint
|Eﬁﬁ CSM_Guideline_app_C.cleaned.xlsx. 8
PDF CERLELR TAE

QEDIFAILLNEYY
A—FShFET,
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Y F Ry 2X&77ANVEZERDREE (2,/2)

YO RRY IR I 74A4ILEELLDRE

% SV FEBEASUL X |+

& C & metigojp/policy/netsecurity/mng_guide.html 2 % & 0 &
| B E51>
| menmm

© HA) X1 UFAEENIESA4 > Ver2.0 (PDFE:T) A~ (FMi29FE118168200)
8 (Fpi2oF118

#C
1652264)

© G8F H1)(—tF a1 UT A ABUEE . \HBEOTS|= 8.0 (POFRT) ~ ($fllase
A15826)
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(£MasEeB1506H)

)~ (Fmk29%118168
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© {13#p8-2 BEMNBOM (PDFFZK) + (FHK2851285882.H)
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Threat Prevention : ERiFIEER D IRE

Policy > Threat Prevention > Web & Files Protec’uon > Credential Protection

« Zero-Phishing 4. v LT, 74U A baBHELET
« NRXRXRT—RFROBHNAREIX, DPERNXAVTHREINEZRRXT =Koy a%3288 0L, RL/S
AT — REEPHERAA VTRERRT—RA2FERLLAWVRICESLET

CAPABILITIES & EXCLUSIONS

demo EXCLUSIONS CENTER
e Custom URL Filtering Allow user to dismiss the phishing alert and access the website
\;VRESTSECFT':SZ SFE(;?\E”C?I @11"5 t— I: % E*R Download Protection Send log on each scanned site

Credential protection - -
g Credential Protection Allow user to abort phishing scans

Zero Phishing @ Frevent v . .
Threat Emulation . e
Password Reuse Protection (0) E
Password reuse protection @ Detect & Alert ~ v Files Protection
Safe Search FEIEE
Force Safe Search O off v Signature
Scan

Advanced Settings

°
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[&Z] €0 714 v T DRNEBE

IERDOWebH 1 AT U R LEEROEEME 24920794 bAT IO EALEBROBEHRE

— v — o X v = X
@ 0U4vYTBIMY -+ x  + ® Login | Salesforce x e .

> C @ ibresonabank.cojp/IB/0102/SC_N_0102_010.aspx L % ¢ » 0O & : « 5 C

& salesforce.sbm-demo.xyz/zero-phishing B 2 0 &

Demo Zero-Phishing Site!

BULUEDIGC. . REE®IC. /7 200 aesona orove

@ YEIIRET w7+

— [6’\"'7 | NON-PRODUCTION ENVIRONMENT AND FOR DEMO PURPOSES ONLY
"""‘ DN AREY 7 MERERRT ! S
FEERZECIINAETOVYT
D IR 8RIT

v OJ4 JIDEZTAHLEZL,

salesforce

Username

oJ4>1D YIRII7F—AR—FEBALTANT S
(BYALoMD)  TEEEE HEEOT - K- ROSANT 880
sroATETRCERY | ] \9"1 YORYIADF T :JOE\I;TL/'C <rEEL o B
» Y2 RO PER—REONT
I > 024 VIDEEENOAIRTES
al|[b||c||d||e||f]l]|a 1 3
JHONOEE MEE

() Remember me

o p q r s t u

v w X y z  [xxzcows

Forgot Your Password? Use Custom Domain

o oo o N
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HARARATLTHERLTWAERRT—KHE A v&Z—%v F®OWebHY A b T

ER L7CERIS, ESEENERREINE T,

TENART— FREBEOESEHEDHI

ID BEEFR | BEID0J(Y X @ Harmony Endpoint x  +

C % Harmony Web Protection | chrome-extension://deakbjemijimicehdgejmdpekkceodmk/da.. &2 ¥ & ® O &

‘.’ Harmony Endpoint g‘cnscx POINT

HARMONY ENDPOINT ALERT

RO/ RAD— RB{EA X X X

JTRAD— I (ascwematenaeip) a

HSEIH A I (id.nikkei.com)[RE LE U,
20/ (RADT-FEHPDTEAT I LG KBOBRICETSENZOE
LEENTVET,

REOTHV>Y MERLCEVEIBEDICE. /(RT—FEZRELTLE
&0,

U712 A: a6706e1d

[ ]
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TENRD—FREOHFHE

D SS®FE SE007(y X + -8
& C @ id.nikkeicom/lounge/nl/connect/page/LA7010.seam?cid=4989190 ® % ¢ » 0 a
ELAKE KA Q.7

074> UTLEZL. BEIDZEHETRVARESRERELTIZZW

@ BEIDTOJA>

A—=NFELAR
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Threat Prevention : ¥—F - L2 T—v 3

Policy > Threat Prevention > Web & Files Protection > Search Reputation
« Google BRI VYV TOREKEAURLDL 2T —avicE o WTHELET,
o T OMEERBETNCTAICIE. [URL 74K Y 2 £— K] % [Prevent] £7-1% [Detect] IZF%E
L TL723 Ly,

WEB & FILES BEHAVIORAL ANALYSIS & BREERG JL151
PROTECTION PROTECTION REMEDIATION
Credential Protection GO gle Q ﬁéf;"j”f I~

Zero Phishing @ Frevent - X !’ Q
W ZOWebHA MITLTT

EEEMNZI
O gLy A bk

al» detail ~

Password Reuse Protect < . '
BEE— FZ&ER @ 45— 1 T OEEEE ARG S NERCREANTNS ..

Safe Search - 2020/01/21 — A= x T (3. BEDOWeb& (FRD. BEXRBY(T(FGooglet>Yahool2 & Dig
BT LR MBBEEBIT e KLLPMATEIFTRN . PRETE ZRRITE, —ARRI

Search Reputation

W ZOWebH A FEEBAICLOTIOvIESNELE
Force Safe Search O off -

Deep Web - Dark Web: knowledge - Google Play ®7 )
2021/07/29 — Are you ready to discover the facts? Then stop and start reading immediately.
Anti-Malware Mode @ Frevent - Kategorien : - Deep Web - Dark Web - llluminati
SR 4.3 - 7,159 F| - K} - Android - BE

Files Protection -

Files Threat Emulation Mode O off -

W COWebHA MIBRTT
] r ZOR—SERT
@ What is the Dark Web? How to Access and What You Can Find

Advanced Settings The dark web is the part of the deep web that's only accessible through a special browser: the
Tor browser. Also called the “darknet,” this collection of sites ...

[ ]
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Threat Prevention : €£—7 - Y —F
Policy > Threat Prevention > Web & Files Protection > Safe Search
s MRIVIVTOE—T7H—FiEEOERAZFHL T
. ZOMBEEIX. Google, Bing. YahooTht—7H—FA&2HR—FrLTWLWET,

WEB & FILES BEHAVIORAL ANALYSIS &
PROTECTION PROTECTION REMEDIATION

Credential Protection

Zero Phishing @ Prevent v

Password Reuse Protection @ Prevent

Safe Search -

Search Reputation O off

BEE— FZER

Force Safe Search O off

Files Protection

Anti-Malware Mode @ Prevent

Files Threat Emulation Mode O off

Advanced Settings

[ ]
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Threat Prevention 7 7 {1 VIR (1 /4)

Policy > Threat Prevention > Web & Files Protection > Files Protection

e WL TWEIX, T—LRrAAMDOKRE, TrF7zT7, F—O0AH—HEHLoWARBEEDOTIL
T ALV —XAERELETT
e Files Threat Emulation (. Oy 21 —XRICHBT77AILDITI 2L — a2 T0WET

CAPABILITIES & EXCLUSIONS

ADVANCED SETTINGS - WEB & FILES PROTECTION X

< Back  Override Default Files Actions
demo EXCLUSIONS CENTER p— 1 tems
s ‘ File Extension Description File Action
Detault =
Use p,—ede--ned Settiﬂgs PDF Adobe acrobat document Default (Emulate) v
c . DOC Microsoft Word 97-2003 Document Default (Emulate) v
=} ustom
DOCX Microsoft Word Document Default (Emulate) v
WEB & F| [_ES BEHAV|ORAL . XLS Microsoft Excel 97-2003 Worksheet Default (Emulate) -
N )
PROTECTION PROTECTION E}J 1’E :E — I\ % ] *R XLSX Microsoft Excel Worksheet Default (Emulate) ~
F| ]e s Protection PPT Microsoft PowerPoint 97-2003 Presentation Default (Emulate) =
ADVANCED SETTINGS - WEB & FILES PROTECTION o Hicrosoft Fowerroint Fresenten pefeut EmulEe) '
Anti-Malware Mode @ Frevent -
EXE Executable File Default (Emulate) -
Iteri Override Default File;
URL Filtering TAR Tar Archive Default (Emulate) v
. . 0 Overrides | E
Files Threat Emulation Mode ' on ~ Download Protection
Credential Protection CANCEL
I Threat Emulation I

v Files Protection
Advanced Settings f'
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Threat Prevention 7 7 1 JLIREE (2 4)

Policy > Threat Prevention > Web & Files Protection > Files Protection > Advance Settings

ADVANCED SETTINGS - WEB & FILES PROTECTION

URL Filtering
Download Protection
Credential Protection

Threat Emulation

¥ Files Protection

Malware Treatment
® Quarantine file if cure failed

Delete file if cure failed

Riskware Treatment

® Treat as malware

Skip file
General
Signature Threat Cloud Knowledge Sharing
Scan v Allow sending infection info and statistics to Check Point servers for analysis
2La

Allow sending infected file samples to Check Point servers for analysis

Scan On Access

v Detect unusual activity

v Enable reputation service for files, web resources & processes

-~
Connection timeout = 600 ms

-

I Enable web protection

Mail Protection

I v Scan mail messages
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Threat Prevention 7 7 {1 VIR (3 4)

Policy > Threat Prevention > Web & Files Protection > Files Protection > Advance Settings

ADVANCED SETTINGS - WEB & FILES PROTECTION

URL Filtering
Download Protection
Credential Protection

Threat Emulation
v Files Protection

General

Frequency

Update signatures every

Signature update will fail after

-
nours
-

VX FRDEHERE R A LTV ]

- -
- seconds without server response

Signature

Scan

Signature Sources
First Priority

External Check Point Signature Server~
Second Priority

N/A ~

Third Priority

ST XTF Y DEIET
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Shared Signature Server

Set as shared signatures server
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Threat Prevention 7 7 1 JLIREE (4 4)

Policy > Threat Prevention > Web & Files Protection > Files Protection > Advance Settings

ADVANCED SETTINGS - WEB & FILES PROTECTION

URL Filtering
Perform Periodic Scan
Download Protection -
Scan Periodic Every Month =
Credential Protection Day of week Sunday .
) - = EH E[] ~ D = B A
Threat Emulation e D ) - AR EZ ay /% T

¥ Files Protection

Randomize scan time Start scan 12:00 ~
General

End scan 12:00 ~

Signature

Scan start hour -
Sen ans 12:00 v

v Runinitial scan after anti-malware blades installation

|
&{-ﬁ‘a Z # ‘V > 0) v Allow user to cancel scan
ax A&

v Prohibit cancel scan if more than

a ) ~
30 . Days passed since last successful scan

P—
Scan Targets

v Critical areas Removable drives X _#_ _v /&"-_I'%O) *R (I:E X _#_ _v / 0)&)

Optical drivers Unrecognized devices

v Local drives Network drives

v Mail messages

Scan Target Exclusions

v Skip archives and non executables X ‘#_ —v /i-l.%o) B/\g*él (;I-Enﬂ X :¥_ )V Do)gj‘)

v Do not scan files larger than | 29 S M™B
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Threat Prevention : Anti-Bot

Policy > Threat Prevention > Behaivioral Protection> Anti Bot
+ Anti-BotlZ, CRCH—1~DHRy bBEZ7A YV T5ZETHEZHE, EHE
D oEEINTZY LBEWEDICLET
e ThreatCloud (Clx, Ry FZ2BRET 272007 FLRE, Ry hxy FOBENRX—VHIEETN
TWET

SHHAE F T

ADVANCED SETTINGS - BEHAVIORAL PROTECTION
WEB & FILES BEHAVIORAL ANALYSIS &

PROTECTION PROTECTION REMEDIATION

Anti Bot
@]1’E :E I: % .S:E *R Background Protection Mode
Last Modified Mar 23, 06:28 PM (demo 1= Behavioral Guard & Anti ® Background - connections are allowed until threat check is complete T
Ransomware Hold - connections are blocked until threat check is complete D 7
Anti Bot
. Hours to suppress logs for same bot protection
Anti-Bot Mode @ Frevent - OW4
Days to remove bot reporting after EE Db d
Behavioral Guard & Anti Ransomware
Anti-Ransomware Mode @ rrevent - Confidence Level
High Confidence @ Prevent
Anti Exploit
Medium Confidence @ Frevent
Anti-Exploit Mode Off -
o Low Confidence @ Detect

Advanced Settings

XF7 0, 1B, ZET 2540, BN ER
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Threat Prevention : Behavioral Guard & Anti Ransomware

Policy > Threat Prevention > Behaivioral Protection > Behabioral Guard & Anti Ransomware

« EHLWEMEL WD, 77ANLERY NI — 0T 0T 4 ET4ZBICEERL T,
o Ny:yuﬂz—ﬁvh7 AIWZEHRL., 77 MIVDOEFEZBHET 5T CICKEZEILEL £,

\I\J

WEB & FILES BEHAVIORAL ANALYSIS &

PROTECTION PROTECTION REMEDIATION

Anti Bot I Enable network share protection
Behavioral Guard & Anti
Last Modified Mar 23, 06:28 PM (demo_EpMaaS_Only, version: 1) R
EUIEE You may choose custom restoration location (by defaul, files are restored to their g
Anti Bot

Restore to selected location

Anti-Bot Mode

BEE— F£:&ER e

Behavioral Guard & Anti RansoTTTwe

Anti-Ransomware Maximum backup size on disk 1025  MB

-

Anti-Ransomware Mode

@ Frevent

-

Backup Time Interval 60 - Minute(s)

Anti Exploit

Backup Settings

Anti-Exploit Mode Change default file types to be backed up

Advanced Settings Disk Usage
Maximum Forensics Database size on disk 1 : GB

KNy IT7yv7Z2BRELTHL, Ny IT7y 7HIBTRE LKA’ RIBTSETE, Ny I7v72BREBLEEA,

[ ]
G CHECK POINT 77


https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Behavioral-Protection.htm

[£#] Anti-Ransomware D/Xy 27y TH/HER 7 7 4 I

3gp
aif
aiff
asf
avi
bmp

bpg
CSVv

dib
dibl
doc
docb
docm
docx
dot
dotm
dotx
emf
eps
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flv
gam
gif
hdr
heif
htm
html
jfif
jpegl
jpg
m4ia
m4v
mov
mp3
mp4
mpa
mpeg
mpg

pbm
pdf
pgm
png
pnm
pot
potx
ppm
PPS
PPSX
ppt
pptm
pptx
prn
pS
rle
rtf
sldx
swi

tif
tiff
txt
wav
webp
wma
wmyv
wpd
xIm
xls
xIsb
XIsm
x|sx
x|t
XItm
X|tx

hikF (T7x)LF)

KNy ITITHRZ7ANDY A X ERDOER{EIZ, 25MBTY
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Threat Prevention : Anti Exploit

Policy > Threat Prevention > Behaivioral Protection > Anti Exploit

Anti-Exploit 1. 77 7 %% Office DTV X 7AA hR—XDHEIZIT 2REAIZHEL £ 7,
Anti-Exploit IZBEDHEIRA B —RFDKX T vO—RE/AIFETEHETET,

Anti-Exploit I£. BHFFICERAIN WA 70X 2> vy bR L, 740y 7 LR— kK
ZERL X9,

WEB & FILES BEHAVIORAL ANALYSIS &
PROTECTION PROTECTION REMEDIATION
Last Modified Mar 23, 06:28 PM (demo_EpMaaS_Only, version: 1)
Anti Bot
Anti'Bot Mode ' Prevent v

Behavioral Guard & Anti Ransomware

Anti-Ransomware Mode @ Frevent -
Anti Exploit <

| B{EE— FZER
Anti-Exploit Mode @ off -

Advanced Settings
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Threat Prevention : Analysis & Remediation (1 ,2)

Policy > Threat Prevention > Analysis & Remediation

« Anti-Ransomware*>Behavioral GuardZ EIC L > TEEDH DA RNV M F1-F 7 7 A ILHEHE S
nNs&, 74Ty I mMABEMNICHIRESNE T

- File Remediationld, BEBEOHD 7 7ML EEHTH &, RUT—IZEDWTENLD T 714 )L
= BERICIREEL. DEICISCTBELET

WEB & FILES BEHAVIORAL ANALYSIS &
PROTECTION PROTECTION REMEDIATION
Last Modified Mar 23, 06:28 PM (demo_EpMaaS_Only, version: 1)
Automated attack analysis (forensics) 4> FESHTHaAVT4 TR LRN)L
Protection mode Always -
Enable Threat Hunting @®on Threat HuntingO)’ﬁ&")J/,ﬂ%&")] ;’&%;}:R

Remediation & Response

Attack Remediation Medium & High ~ ﬂ%'fg %%?:T-é— 53274 7__\\ JAUANIL

Advanced Settings

[ ]
& cHeckPoINT 83


https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Analysis-and-Remediation.htm

Threat Prevent

ion : Analysis & Remediation (2 7 2)

Policy > Threat Prevention > Analysis & Remediation
- File Quarantine (7 7 1 /Lf@Bf) Tld. FREESNE 7 7ML DR E=EERLET,
« TT7HFINBTIE, 7ATLIZO BRERESN, 21— —FREN O T7A T LZHIBKRTEET,
« File Remediation (7 7 A ILE1E) TlE. 74 L v v 7Ild>oTHEINREICEET S
VT EICEERLET,

77 AINDONIEA HT T

ADVANCED SETTINGS - ANALYSIS & REMEDIATION

File guarantine

J7AIEREETAEDA T4 T UALANILEER

File Quarantine

Medium & High =

v Allow users to delete items from quarantine

Allow users to restore items from quarantine

fREE S NT=T 7 A ILDHIBR., EXZE1—HFIZEFA T 5HER

Copy quarantine files to central location

REE S NT-T 74 ILDAE—DRFIBFZIETE

Quarantine folder name

fREE 7+ L DG EIETE

%ProgramData%\CheckPoint\Endpoint Security\Remediation\Quarantine

File Remediation

Malicious Files Quarantine
Suspicious Files Quarantine
Unknown Files Quarantine

Trusted Files Ignore

274D ATIY ZEICEMEZRIETE
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Client Settings : User Interface

Policy > Client Settings > User Interface

c UIATURTAOAVOFRRK A—AHILTOOTDORR I —Y~NBHTEIAvE—DRAT,
BERDODRARXTARX, 777070y IR—SDODHAREZTA A EERL T

USER
INTERFACE

LOGS

INSTALLATION
& UPGRADE

GENERAL

USER
INTERFACE

LOGS

INSTALLATION
& UPGRADE

55472 D
RIWERTE

Default Client User Interface
v Display clienticon
v Allow view logs locally

Notification leve

When affect user experience

Pre-Boot DE&RD
DAZXTA R

Pre-Boot Images

Pre-boot background image (800x600px) ©

Upload Check Point Default

Pre-boot background image high resolution (3840x2160) ©

Upload Check Point Default

[
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GENERAL

770070y

URL Filtering
Tite @

Blocked access to a website

Description @

Access to this website is not allowed by your
organization policy. For your protection, this site has

been blocked.

Zero Phishing
Title ©

Blocked access to a deceptive website

¢4 View Pre

7 View Preview

R=—DHARXTA R
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Client Settings : Logs

Policy > Client Settings > Logs
« OJ7OT7y7R—FICEIIHREZEHRLET

USER LOGS INSTALLATION GENERAL
INTERFACE & UPGRADE

Allow Logs Upload to Policy Servers

v Enable log upload o707y 70—, B707y 70— KRERREXIETE

Log upload interval 3 - Mmin(=

Minimum number of events before attempting

anupload
Maximum number of events to upload 100 :
BEL-BHBUBICAICRERKSINTAXRY FDOART Yy 7E— KT 5
Maximum age event before upload 5 day(s)
Discard event if older then 90 day(s)

EELA-BHBLENCAZICEFEINTAXRV M7y 7A—F LWL

[ ]
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Client Settings : Installation & Upgrade

Policy > Client Settings > Installation & Upgrade
« JTATVIENDA VA=, TUvAVR =, Ty 7L —RICETIEEAHERLET

USER
INTERFACE

LOGS

INSTALLATION
& UPGRADE

GENERAL

Default Installations and Upgrades

A—HIZEKBA VA= PT Yy T L— RKDEED A JE T 1B FX

restart after

Default reminder interval

v Enable the user to postpone the client installation or upgrade

Force installation and automatically

Maximum delay in download of packages

a -
30 -~ Mmin(s

-~
48 - hour(s

4 : hour(s

=L

Uninstall settings

GF3AT DT A VA=A TT— KDKE

Agent Uninstall Password

Deployment from Local Paths and URLs

URLs

[
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Allow to install software deployment packages from local folders or|
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Client Settings : General

Policy > Client Settings > General

BH I NI RyY MIBET BT v I/ RA PEHBETLIEREZBRLET

Y a—RDERREEZHINS 277528 LT
USER LOGS INSTALLATION GENERAL
INTERFACE & UPGRADE

Sharing Data with Check Point

v Enable anonymized telemetry _ o & S .
FzvIRAY bEDBREBRE ZHEK
v Anonymized forensics reports

Files related to detection

Memory dumps related to detections

Connection Awareness

Consider Endpoint as Connected if Endpoint is: OV 4 — & @Tﬁ%ﬁ%ﬁﬁ 72 EHJ H_‘ﬁﬁ" Z ﬁff % 4(%&

e Connectedto management

Connected to a list of specified targets

[
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« Policy &%ET [V—/1"®EIt] 2BMNICT S Z & T Windows Y —"D&ENZ & (ZFF]
ERINT-BRAXREDBENICEAINET

o —RE@EIE. LT Windows — NI L CEATEET

« Domain Controller

Exchange Server
SharePoint 2016 / 2013 / 2010 / 2007
SQL Server

Terminal Server

I = NEEIC K BBRAEE L. Exclusion Center ICIZFFRRENE BT A
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A L=

SREVTUF

1. b—FEfbZ#ixTET 5 Windows Y —/NDEEN T & (2. WN—=F v L7 IL—T%2/F L ETT
e BBHRENARFD [N=F v ILZIL—TICLBHBE]| 2#8BLTLEEEN

2. BB LT —=F v LTI —THIBELIA VA b=y r =D %R L ET
s BEEBANLTA KD [A A=y —DEREX 7 O— K] 2#28BL TSN

3. fER L7c/N—F v L7 I)IL— 7 ([CEAT % Policy L—IILAE/ERN L £
e BBHRENARFD [N=F v ILZIL—TICLBHBE]| 2#8BLTLEEEN

4. Policy W—ILT [H—N"g@Et] 2BIMLL £

5. Windows Y—XN(2Z, 2547 Y7727 % A A M=ILLEXT
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H—/"giEkiRE (1,/3)

1. Policy EIE® EndPoint for Server Optimization ® KB v &> U X kT, [ON] %2R
LT

2. Choose the relevant roles to optimal the EndPoint for your servers @ KAy 7 &> 1) X
fAIRRESNE T

CAPABILITIES & EXCLUSIONS

K Windows Server @ ON %fi_aﬁ

10 Exclusions

@ Choose ~ DFRFEEFA 2
NV A

Exclusions Center

ON v

Exclusions Center

EndPoint for Server Optimization ©
EndPoint for Server Cptimization @

9 >Peqpasd

Choose the relevant roles to optimal the EndPoint for your servers
Policy Mode © v
WEB & FILES BEHAVIORAL ANALYSIS & | OFF
PROTECTION PROTECTION REMEDIATIOR Policy Mode © Custom v
WEB & FILES BEHAVIORAL ANALYSIS &
Last Modified Dec 22, 02:58 PM {cp, version: 5)
Last Modified Dec 22, 02:58 PM (cp, version: 5)
URL Filtering o
URL Filtering
URL Filtering Mode © @ Prevent 3 URL Filtering Mode © @ Frevent v

[ ]
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Ol — B Erl.pl"ﬂ
Y —"gJmELERE (2./3)
3. Choose the relevant roles to optimal the EndPoint for your servers ® KAy 7& 7> 1) X
T, Windows B —/NXD&E|&EIRL, [OK] 27Uy o7 LFT
A. [Save| #27YVwv 2 L. llnstall Policy] #2 Uy 27 LFd

Unsaved Rules 1 ~ @ Install Policy: 2]

CAPABILITIES & EXCLUSIONS >

CAPABILITIES & EXCLUSIONS

- - | IS
B Windows Server & Windows Server @ 2 7 ) 4 7

10 Exclusions Exclusions Center 10 Exclusions

. o EndPoint for Server Optimization ©@ ON i
EndPoint for Server Optimization @ ON ~
Choose the relevant roles to optlma{ the EndPoint for your servers
Choose the relevant roles to optimal the EndPoint for your servers Domain Controller v
-
Policy Mode © Custom v
@ WI n d OWS —U_ —/\N0) % WEB & FILES BEHAVIORAL ANALYSIS &
Py J \aa TR PROTECTION PROTECTION REMEDIATION
D SeOI.Ch Last Modified Dec 22, 03:38 PM (cp, version: 6)
. URL Filteri
Domain Controller fitering
URL Filtering Mode © @ Prevent -
Exchange Server
SharePoint 2007 Download Protection -
SharePoint 2010 Download Emulation & Extraction @ Prevent -
SharePoint 2013 Credential Protection
SharePoint 2016 Zero Phishing
SQL Server Password Reuse
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& cHeckPOINT



Y—REELRE (3./3)

5. INSTALL POLICY oEEA TR~ N/zn, [INSTALL] #7Uv o LEd

INSTALL POLICY

The following changes

anges were made since the last policy insta

Changed Rules Settings (1)

Rule Name

Policy Type Changes

Modified By
v Windows Server

Threat Prevention

CANCEL INSTALL

[ ]
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