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X A Notsecure | anydesk.sbdemo.con/download/indexhtm?lang=en8luser=Bruce8jwt=0isjaiz8... @ % & % O 2

C€ SBlab_ ®> AnyDesk

SBlab AnyDesk Enterprise Download

€3 Custom SBlab Build  [J Full Remote Access  f§ Advanced Security (FIPS 140-2)

Please fill the needed details in order to download your
secure installer:

Domain: SBdemo.com
Username: brucemo
E-Mail: Bruce@sbdemo.com

[3] Download your installer

JTo get your custom build: , __ i

SBlab IT Department No items

“Mail]
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Overview
HarmonyBrowseZ 74 7Y M ICEATBBEZ T 57 1 HILiC

HARMONY BROWSE

ﬁ cpjdemo005 v

@ Download and install Harmony Browse to protect your organization X
OVERVIEW
| o filast 24 Hours + Q x G O
HOSTS € Web Extension Security Dashboard = Options |8
m
m
=1
TOTAL EVENTS ZERO PHISHING THREAT EXTRACTION THREAT EMULATION URL FILTERING =
a
ENT S 1 Deployed Hosts ~
Q € 4] %) i

6 Prevented Detected E: ‘I Emulated Allowed g 2 ( 0
e Last 7 days Active now

Events 0 ®O0 Scanned files g 0 ‘ 0 Prevented Detected

Unsafe Override Prevented Detected
PLATFORM
& ACTIVITY BY BROWSER PASSWORD REUSE EXTRACTION RESULTS EMULATION BY FILE TYPE - TOP... URL FILTERING BLOCKED CATEGORIES - TOP 10
]
Chrome 2 No data found No data found.
Events
Shopping
ATTACK TIMELINE
1 Windows 1(100.0%)

@ URL Filtering Password Reuse

2

~

URL FILTERING ALLOWED

B Excluded by policy Overridden by User

https:/portal.checkpoint.com/dashboard/browse#/overview

1:00 PM 3:00 PM 7:00 PM

11:00 PM 1:00 AM 3:00 AM 0 AM
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Policy

BERXEK, 1 —F—

HARMONY BROWSE

Threat Prevention

Client Settings

Default settings for the entire organization

Default settings for the entire organization

[«

[= Clone + = Copy [%d

Applied To

& Entire Organization

o

Unsaved Rules 0

IB—DI1—ADHAREAIA X G EEZREBR

~ @ Install Policy

CAPABILITIES & EXCLUSIONS

Default settings for the entire organiz...

Use Predefined Settings

stom

WEB & FILES
PROTECTION

URL Filtering

URL Filtering Mode

Download protection

Download Emulation & Extraction

Credential protection

Zero Phishing

Password reuse protection

Safe Search

Force Safe Search

Advanced Settings

EXCLUSIONS CENTER

. Prevent

@ Prevent

@ Prevent

. Detect & Alert

@ off

@ >deqpaad

[
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Asset Management
aAVEaA—488Z, N—23y, N"—FxIILTIWN—TLHEDEBERT

HARMONY BROWSE & cpjdemo0os

Computers Columns [3 Deployment/Health Q Refresh @* Export Computer Actions ~ 0 Search

Organizational Tree

I:l Status Computer Name Endpoint Version OS Build Virtual Group Device Type Deploy Time Last Connection FILTERS

- O 88 DESKTOP-02CEUVB BROWSE_90.08.7417  10.0-19043-SP0.0-SMP All Laptops+ 1 more Laptop 30 May 2022 10:22 am 30 May 2022 11:44 am
X Clear All

» Computer Name

MERT

v Active

9 >deqpasd

Domain Name

Agent Installed

Endpoint version

Operating System

Device Type

1 of 1 selected
Deploy Time

General Member o

‘ + x 0O Search OS Build
DESKTOP-02CEUVB

Description N _ Lagt COWHECUCH

All Laptops

Last Logged In User
All Windows Laptops

Virtual Groups

10.0-19043-SP0.0-SMP
Package Version

https://portal.checkpoint.com/dashboard/browse#/computer-management

[
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Logs
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HARMONY BROWSE A cpjdem v @ ey e

tatistics Source User Na...  B.. Matched Catego... Card
O May 30,2022 10:3835 AM  nack 9 https://secure.sakura.ad.jp/auth/login?url=https%3A%2F%2Fsecure sakura.ad jp%2Fmenu%2Ftop¥2Findex.php
Sessions Timeline Log Info
O May 30,2022 10:38:21 AM  nack 9 https://secure.sakura.ad.jp/auth/login?url=https ecure.sakura.ad,jp%2Fmenu2Ftop?
Origin: € cpjdemo005-3c67b77c-hap2
O May 30,2022 10:36:44 AM  nack @ Shopping | J v.amazon.co.jp/ -
m
May 202 AM nack hoppin amazon.com/ (=%
O May 30,2022 10 AM $ S . ® | © May 30, 2022 10:38:35 AM o
o
. [
May 30, 202. :35:42 AM nack hoppin: v.amazon.com/
O May 30, 2022 10:35:42 AM @ s g / @ Zzero Phishing a
© May 30,2022 10:31:20 AM  nack [ w rw.checkpoint.sc/eval/sample2.xism Product Family: 3 Endpoint [

Blade

B Log

Event Type: Password Reuse

@ URL Filtering — 50.0%

33.33%

@ Zero Phishing

Threat Extraction

e

Policy

Matched Category
Action: Detect

Shopping — 50.0%

Policy Date: May 30, 2022 10:17:57 AM

Action Policy Name: Default Threat Extraction, Emulation

Detect — 33.33% and Anti-Exploit settings for the
@ Prevent — 33.33% entire organization
@ Allow - 16.67% Policy Version: 20
b Extract - 16.67% Log Server IP: 164.100.1.8

Protection Details

Severity: - Low

Confidenc:

— High

User reused corporate credentials

on an external website

Protection Name: gen.ba.pwd-leak

Protection Ty Password Reuse

Traffic
Source User Name:  nack

Machine Name: o DESKTOP-02CEUVB

[
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Endpoint Settings
RTDIHPRR—F, SAEVREE

| Lr""
o

/4
Aw

HARMONY BROWSE 2] cpjdemonos

ull DS ETTES Organization distributed scan ON ‘

Export Events
Name: Client Scan
. Licenses i
Search base: ldap://*/DC=*
. Policy Operation Mode
g Sync Interval: 120 minutes

C Setup full Active Directory sync to get full information including unprotected computers and deleted users/computers

@ CHECK POINT
demo @ 7 & ey
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Service Management
P—ERXART—XR%=EH

HARMONY BROWSE 2] cpjdemo00s v

]

POLICY

&

Service Status

Running : 0-sba4b
. o .U-sba

Pur pose
Product Evaluation

20 Ma] 2022 | 10:58

==
n o x Connection To
cpjdemo005-3c67b77c-hap2 T

[a)
|
Install Harmony Browse Client

To install the Harmony Browse Client, go to Overview Page

and click the Download Agent button.

demo @ v

¢

@ CHECK POINT
INFINITY PORTAL
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IN—F % )LTIL—TDERK

Asset Management > Operational Tree > Install & Upgrade > Uninstall Settings

o FEBMTEICHRY =Ry T =T hHRRTARTBHIGE. N—FvIILTI—TEHERLET
c OSSOV 1—4XBHICIO L CTERERINI-N—F v ILITIIL—T%FERTE2ELTEET

ions CREATE VIRTUAL GROUP X

|
I Create Virtual Group

General Act

HARMONY ENDPOINT 3 cpjdemo002 v O x=cs@y..

Actions Create and Add to Virtual Name

Computers

Add to Virtual Group demo2

IOrganizationaI Tree I 0 Search

A &« Entire Organization (& 3¢ All ChromeO )
Delete Comment
¥ All ChromeQ
& Directories
ap 3¢ All Desktops
v eu Virtual Groups
3 Capsul
& Other Users/Computers > Capsule Doc .
Directory Scanner

& Deleted Entities > # All Laptops -
3¢ All Linux Desktops CANCEL

3¢ All Linux Laptops

3¢ All Mac OS X Desktops
3¢ All Mac OS X Laptops

ual Group

3¢ windows Server

°
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Overview

HARMONY BROWSE

m 1 Deployed Hosts

Last 7 days

1

Active now

PLATFORM

1 Windows 1(100.0%)

§ cpjdemo005

@ Download and install Harmony Browse to protect your organizatio!

DOWNLOAD HARMONY BROWSE

Harmony Bro

Windows Any CPU

Latest

macOs Any CPU

Client for AD integration

1 D oad v
L 86.25.5060 v

AD Client Any CPU

Jownload ver:

THREAT EMULATION

B0 @0

Emulated Allowed
DOWNLOAD

d files g 0
Prevented Detected
IRESULTS EMULATION BY FILE TYPE - TOP...

DOWNLOAD

ata found No data found.

DOWNLOAD

CANCEL T0AM  300AM  S00AM  TO0AM  S00AM

URL FILTERING

Q2

Prevented

demo ® v

= Options v

€0

Detected

URL FILTERING BLOCKED CATEGORIES - TOP 10

Shopping

URL FILTERING ALLOWED

0

Excluded by policy

1

Overridden by User

@ CHECK POINT
e NFINITY PORT.
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THREAT PREVENTION
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Threat Extraction (EZEA4L)
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Threat Prevention : &3@ (1. 4)

Policy > Threat Prevention

« Threat Prevention T3 EIIRIEEICEAT 2 EZHBEL £
- Web & Files Protection
- URL Z74a4xUvs
Web &7 >voO—FEOHY > KRy 7 RET 74 IVEEL
T4y IE
EENRR T — NRE
-7 —=FOEML
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Threat Prevention : &@ (2. 4)

Policy > Threat Prevention

e N—FvILIIN—T%2FRL T, BT LICELRDIL—IILZHRETETET
c AVEI—ZINEBRON—F v ILITIL—TIZFELTWEHE, BEDRY—MERAINET

Ry —&D

RUY——8 ZEER

HARMONY ENDPOIN BY TEH? (o) A

m o Unsaved Rules 0 ~ @ Install Policy

# Rule Name Applied To Web & Files Behavioral Analysis CAPABILITIES & EXCLUSIONS

=% TF D EEHH

<

- L= Clone v = Copy o L

Policy Type: = W Connect

Threat Prevention

¥ Data Protection

]

POLICY OneCheck

General

macO0sS
0 3 macos @ A b 9 L2 € oY nobu EXCLUSIONS CENTER

Ca SmartCards

) Use Predefined Settings
Windows Server N =

2 —
;—J— J / @’}EH“I’E\ .‘ 1 32 windows Se... ?& & ﬁ @ Q Q @

e Custom
= Client Settings
demo WEB & FILES BEHAVIORAL ANALYSIS &
. 7 a PROTECTION PROTECTION REMEDIATION
v Deployment Policy 2 # demo /oY
Software Deployment Last Modified Mar 30, 08:49 PM (demo_EpMaaS_Only, version: 1)

v Export Package TEMIEE . @ a Q ~ A 4 K vsis (for -

3 3 demo3 v = 9 2 VORI + | utomated attack analysis (forensics)

Endpoint Client i
i i Protection mode Always v

[
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Threat Prevention : &3@ (3.7 4)

Policy > Threat Prevention

CAPABILITIES & EXCLUSIONS

demo EXCLUSIONS CENTER

Default v

I Use Predefined Settings

Al e B = | P pee|
e Custom $ Bl XEF= é ﬂf\_ axX rE
WEB & FILES BEHAVIORAL ANALYSIS & T u n | n g
PROTECTION PROTECTION REMEDIATION
- _ Recommended
Last Modified Mar 23, 06:28 PM (demo, version
URL Filtering Default
URL Filtering Mode & Detect -

Strict

Download protection

Download Emulation & Extraction @ Prevent -

Credential protection

s o &R & ORMLRE

Password reuse protection @ Detect & Alert

Safe Search

Force Safe Search O off -

Files Protection

Anti-Malware Mode @ Prevent v

CHECK POINT

PO

~



Threat Prevention : &@ (4 . 4)

Policy > Threat Prevention

Mode @Dea - « BMEETIIZEICHL CEMEE—FA2RIRTEET

i « Prevent @ BEZHIE (F7Bv77) L. BZICEE
« Detect @ ZEAEH L. AJICEHK

. Off D MEBE A ENL

[
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Threat Prevention : URL Z 4 JLA2 Y 45

Policy > Threat Prevention > Web & Files Protection > URL Filtering

« URL 74L& > 7iE, BN TT 7 EATEEH A bA2EERLET
« Advanced Settings T, A7 I3V DREIR, 77v 7 U MDEIFREEEL X9
« HZATIVIE, SHICEMAEATIY OBIREZERTEFET

CAPABILITIES & EXCLUSIONS >

demo EXCLUSIONS CENTER

Default v

Web A b~D 7T 72 ZXH
T Ra—HoiRE

Use Predefined Settings

e Custom

ADVANCED SETTINGS - WEB e riLco rnuic

| WEB & FILES | BEHAVIORAL ANALYSIS &

PROTECTION PROTECTION
B{FE— F & ZER

EHTE S NI

57T

Credential Protection Bandwidth Consumption (0)

Last Modified Mar 23, 06:28 PM (d

All(38)
@ Specific Categories (0)

| Edit..,

URL Filtering

URL Filtering Mode & Detect
hr lati General Use (0 Edit...
Threat Emulation © I |\~' Alcohol & Tobacco
Download protection v Files Protection Legal Liability / Regulatory Compliance (0) Art/ Culure
Download Emulation & Extraction @ Frevent B
General Productivity Lost (0) | Edit... Blogs / Personal Pages

v Security (10) | Edit... Business / Economy
Black list (0) Edit... I Computers / Internet

Education

I Advanced Settings

°
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[(E&] URL Z4JLR YY) VY

c URL 2412 U5DFE—K% lPrevent] IZLTLEXLY

» Alcohol & Tobacco MATIT U ZEZIELT, URLZ a4 ILZ YYD

DENMEZHERE L T2

. [Allow user to dismiss the URL Filtering alert and access the
website] ITFz vV EZANT-BFE, SALEEFROTIY Fa—HDTD

Ay VBEERODEWNEZERLTSESW

c TS9P AR Web YA +ZEEHELT, 7By Vb L%

EELTLS e
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Threat Prevention : Download {&& (1.72)

Policy > Threat Prevention > Web & Files Protection > Download Protection

« Web&Xxw>vo—F L:N@“%Threat Emulation& . Threat Extraction®ERXE##K L £
o BMEE— K% [Detect] ICL7=8E. 77A4IL~AD7T7 7t X%AERBEHET (Z Threat Emulation (2 &
HBEORREBL. A>Ty b2A7IC8EHLET

e | =L > \2a
CAPABILITIES & EXCLUSIONS > URL Filtering Supported files ﬁi\ _:I:ll:_/ft' 0) ﬁl)d] ,Tt é:- N :E — I\ 0) :Ett\_j:}il
. ® Get extracted copy before emulation completes
Download Protection . ) o aitoue ol i e =
demo EXCLUSIONS CENTER e Extract potential malicious elements | Elements To Extract E _:|:|E/ﬂ_/) % ﬁ j] ,Tt [/ Sa N d b 0OX T 0)
Convert to PDF 4{/\7|<'_:| '_7 _ I\ %'f Jsva)
v Threat Emulation Suspend download until emulation completes ﬁE_ JC T i T & / I:] %
Use Predefined Settings
v Files Protection E _:'_'E ﬁ —LjJ
. comtom o — I i kL. Sandbox T®
) Unsupported files *ﬁE_TC T HIJ & '_7 / I:] - I\ % l:ltF——_I—
WEB & FILES BEHAVIORAL ANALYSIS & s e/ Allow Download o
PROTECTION PROTECTION REMEDIATION o~ o Doamionc NY:-Talelo) OX< ﬁ %{t;l%% ﬁlé T;E R —
} - Emulation Environments l\ U) 7 7 /r )[/0) ﬁ\\ '_7 \/ l:l - |\\\ ﬂ]ZZ]_\_
Last Modified Mar 23, 06:28 PM (demo, version: 1) Upload and emulate files under | 15 s me
ilteri A
URL Flltermg ® Use Check Point recommended emulation environments S\a n d b OX T *géE- —g— % 7 /r } I/ -U_ /r
XD LR

URL Filtering Mode %j] 'f/IE :E —_ |\\\ % \Eﬂg ?R Use the following emulation environments:

Search...

Download protection

%

Image
Download Emulation & Extraction @ Frevent - I
No images to display
I Advanced Settings
Override Default Files Actions
0 Overrides | Edit

°
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Threat Prevention : Download {&:& (2.72)

Policy > Threat Prevention > Web & Files Protection > Download Protection > Advance Settings

« Elements To Extract T, BE(ZEHR T H2ERZEIRLETT
« Override Default Files Actions T, 7 7 A4 JL¥isk T Z & dD Threat Emulation & Threat

Extraction O&MEZ#ER L £

Elements To Extract Override Default Files Actions

ADVANCED SETTINGS - WEB & FILES PROTECTION ADVANCED SETTINGS - WEB & FILES PROTECTION

€ Back  Elements To Extract < Back  QOverride Default Files Actions

0 Search 16 items 0 Search 81 items
Name Risk Description File Extension Description File Action Extraction Mode
Custom Properties | 1 very-Low Custom document properties PDF Adobe acrobat document Default (Emulate and Extrar rrelevant v
Fast Save Data | 1 very-Low Stored data for fast document saving DOC Microsoft Word 97-2003 Document Default (Emulate and Extrar rrelevant -
&7 Macros and Code | 5 Critical Microsoft Office macros and PDF JavaScript code DOCX Microsoft Word Document Default (Emulate and Extrar rrelevant -
Summary Properties | 1 very-Low Summary document properties XLS Microsoft Excel 97-2003 Worksheet Default (Emulate and Extrar rrelevant v
«  Linked Objects 4 High XLSX Microsoft Excel Worksheet Default (Emulate and Extrar rrelevant -
v Sensitive Hyperlinks 3 Medium Links to network/local file paths PPT Microsoft PowerPoint 97-2003 Present... Default (Emulate and Extrar rrelevant v
N PDF URI Actions 3 Medium Open Uniform Resource Identifier (URI) resources PPTX Microsoft PowerPoint Presentation Default (Emulate and Extrar rrelevant -
v Embedded Objects 4 High Files and objects embedded in documents EXE Executable File Default (Emulate) s A -
Y PDF Launch Actions 4 High Launch external applications TAR Tar Archive Default (Emulate) - e .

°
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. Override Default Files Actions T. 7 7 4 JLHLEFH'. doc. docx, xls.
xlsx DIEE D File Action & . Extraction Mode Z LI TFDEEIZEETE L T BhfE
DEWNEFERL TLZE W

File Extention File Action Extraction Mode Download URL

Emulate and Extract Convert to PDF www.checkpoint.sc/eval/samplel.doc
xlsm Emulate and Extract Extract Elements www.checkpoint.sc/eval/samplel.xlsm
xls Emulate — www.checkpoint.sc/eval/samplel.xls
x|sx Emulate without Suspend - www.checkpoint.sc/eval/samplel.xIsx

[
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Threat Prevention : EREFIERD IRE
Policy > Threat Prevention > Web & Files Protection > Credential Protection
- Zero-Phishing (&, WebY A4 bDRARFEEZF v 7 LT, 74 v v A4 baeHELET
« NXTJ—FDOBNAREIL, BENXA VY THRHRINIZNRXXT—FD/Ny > azidixl, BILC/N
AT —FZIERERNAA VTRENRRT—FZEALBAVWKRICESLET

CAPABILITIES & EXCLUSIONS

demo EXCLUSIONS CENTER
_ i Default v ADVANCED SETTINGS - WEB & FILES PROTECTION
Use Predefined Settings
e Custom URL Filtering Allow user to dismiss the phishing alert and access the website
WEB & FILES BEHAVIOR : . R .
PROTECTION PROTECTI Download Protection Send log on each scanned site

Credential protection : -
g Credential Protection Allow user to abort phishing scans

Zero Phishing @ Prevent v , L
Threat Emulation .
I Password Reuse Protection (0)
Password reuse protection @ Detect & Alert ~ v Files Protection
Safe Search ZEiEE
Force Safe Search @ off v Signature
Scan

Advanced Settings

@
~

°
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7 T YIRFE/N— F7av

Last 7 Days ~ Q Q= Options ~

Statistics e Card »
:55: i =] - - .61.0. .
Sessions Timeline o Sep 2, 2021 12:55:15 PM ' Informational cpalldemo-fd1bc249-hap1 10.61.0.6 Log Info o e
© Sep 2, 2021 12:15:22 PM 0 Informational & cpalldemo-fd1bc249-hap1 10.61.0.6
Polic e
© Sep2,202112:13:49 PM n Informational & cpalldemo-fd1bc249-hap1 10.61.0.6 v
O sep2,2021120328PM @ Informational & cpalidemo-fd1bc249-hapi 1106106 Protection Details
- O sep2,202112:0322PM @ Informational & cpalldemo-fd1bc249-hap1 1 10.61.0.6 Traffic v
Thu 26 128 Mon 30 Wed 1
E] O Sep2,2021120255PM  §h m Low & cpalidemo-fd1bc249-hap1 1106106 Forensics Details A
Blade
O Sep 2, 2021 12:02:52 PM o = Low & cpalldemo-fd1bc249-hap1 1061.06
Endpoint — 53.5% Resource: https://www.jumia.ci/customer/acco
) Endpoint Compliance = 16,052 © Sep 22021 11:53:22 AM 93 - Low & cpalldemo-fd1bc249-hap1 10.61.0.6 unt/login/?
% oint C c .05%
o N _ return="%2fcatalog%2f%3fq%3dgazi
N e S , 2021 11:53:20 AM - Low & cpalld -fd1bc249-hap1 10.61.0.6
ﬂ! Anti-Malware - 107% O sep2 - 9‘ o palceme © o © niere%2bnasco
L& Full Disk Encryption  # 7.0% © Sep2,202110:54:12 AM 93 - Low & cpalldemo-fd1bc249-hap1 10.61.0.6
= . e Trusted Domain:
é’ Media Encryption &... 4.12% © Sep 2, 2021 10:54:03 AM 93 - Low & cpalldemo-fd1bc249-hap1 10.61.0.6
" Description: Site
g SmartEvent Client 3.29% © Sep2,202110:53:27 AM > Medium & cpalldemo-fd1bc249-hap1 (https://www.jumia.ci/customer/acc
@ Zero Phishing 247% O Sep2,202110:5327AM & Informational & cpalidemo-fd1bc249-hap1 ount/login/?
NDPOINT Q@ o - .. return="%2fcatalog%2f%3fq%3dgazi
& URLFiltering 1.23% O Sep2,202110:42:39AM  E. m Low © cpalldemo-fd1bc249-hap1 e niere%2bnasco) was verified by Zero
@ Threat Emulation 0.82% © Sep2,202110:19:03AM  E.. m Lov & cpalidemo-id1bc249-hap1 Phishing.
“ - ction 2%
W Threst Extractio 082% © Sep2,202110:1732AM  E. m Low & cpalidemo-fd1bc249-hap1
£ Client Information v
AGEME! Severity (0] Sep 2, 2021 10:09:32 AM E - Low & cpalldemo-fd1bc249-hap1
—Low — 79.84% O 5ep2,202110:0634AM € e Low & cpalidemo-fd1bc249-hapi 192.168.1.4 More N
Q Medium m 9.05% © Sep 2, 2021 10:06:13 AM E. m Low & cpalldemo-fd1bc249-hap1
Informational  » 741% © Sep2,20219:52:11 AM E. m Low & cpalldemo-fd1bc249-hap1
mm—— High 3.7% @ Sep 2, 2021 9:35:49 AM E. m Low & cpalldemo-fd1bc249-hap1
Action © Sep2,20219:24:23 AM E. m Low & cpalldemo-fd1bc249-hap1
Detect — 29.17% © Sep2,20219:22:46 AM E. = Low & cpalldemo-fd1bc249-hap1
@ Allow — 29.17% © Sep 2, 2021 8:47:00 AM E. m Low & cpalldemo-fd1bc249-hap1
@ Block - 25.0% © Sep 2, 2021 8:44:34 AM E. m Low  cpalldemo-fd1bc249-hap1
Q @ Prevent ' 833% © Sep 2, 2021 8:42:56 AM E. m Low & cpalldemo-fd1bc249-hap1
et & Extract . 8.33% O Sep 2, 2021 7:5024 AM R me Low & cpalidemo-fd1bc249-hapT 1061.0.6
Cdme e e O — S =S ® Feedback

[
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Logs

B Mar30,202- Q

Statistics

Sessions Timeline

HARMONY ENDPOINT

1:00 AM 9:00 AM 5:00 PM

Blade
£ Endpoint Compliance 26.03%
€3 Threat Emulation - 23.29%
2, Forensics - 2192%
@2 Anti-Malware - 15.07%
LG Full Disk Encryption 10.96%
S SmartEvent Client 1 274%
Action
@ Prevent —82.35%
Detect - 1471%
i Inform User l 294%
Severity
e Low — 2247%
High —
Medium = 137%
m— Critical . 9.59%
Informational v 548%
Confidence Level
N/A — 58.9%
— High — 38.36%
n Low ! 274%

§ cpjdemo002

s

© Mar 30,

© Mar 30,

© Mar 30,

© Mar 30,
© Mar 30,
© Mar 30,
© Mar 30,

© Mar 30,
© Mar 30,
© Mar 30,
© Mar 30,
O Mar 30,
© Mar 30,
O Mar 30,
© Mar 30,
O Mar 30,
© Mar 30,
O Mar 30,
© Mar 30,
O Mar 30,
O Mar 30,
O Mar 30,

O Mar30,

O Mar30,

O Mar30,

O Mar30,

RSN/ AT D3

2022 2:13:06 PM

2 9:09:10 AM

2 9:08:19 AM

2022 9:07:2

2 9:07:17 AM

2022 12:58:00 AM
2022 12:57:48 AM

2022 12:57:47 AM

R, Forensics

% Endpoint Compliance
L& Full Disk Encryption
L& Full Disk Encryption
4 Endpoint Compliance

& Endpoint Compliance

—HI'L
=&
H
R

Detect

Detect

i Inform User

]

RCEXT

~
R, Forensics

3 Threat Emulation
3 Threat Emulation
2, Forensics
2, Forensics
2, Forensics
2, Forensics
3 Threat Emulation
3 Threat Emulation
3 Threat Emulation
3 Threat Emulation

-
2, Forensics

>

P

R Forensics

>

2, Forensics

»

7, Forensics

3 Threat Emulation
3 Threat Emulation
3 Threat Emulation
3 Threat Emulation

-
2, Forensics

@ Prevent

@ Prevent
9 e
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent
@ Prevent

- Low
L] Low
High
High
High
High
- Low
L] Low
- Low
L] Low
High
High
High
High
- Low
L] Low
- Low
L] Low
— Cri

© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3

File System Em..

File System Em...
File System Em...
File System Em..
File System Em...
File System Em..
File System Em..
File System Em...
File System Em..
File System Em..

File System Em..

File Reputation
File Reputation
File Reputation
File Reputation
File Reputation
File Reputation
File Reputation

File Reputation

Static File Anal...

i€ System tm..

GenSB.exe
e
GenSB.exe
GenSB.exe
GenSedll
GenSedll
GenSedll
GenSedll
GenSedll
GenSedll
Gen.Sedll
GenSedll
GenRep.exe
GenRep.exe
GenRep.exe
GenRep.exe
GenRep.exe
GenRep.exe
GenRep.exe
GenRep.exe

Gen.MLSA

Trojan
Trojan
Trojan
Trojan
Trojan
Trojan
Trojan
Trojan

Trojan

v & ey

@ CHECK POINT

C = options ~

Card »

Log Info

-

Origin: & cpjdemo002-d69efTle-hap2 @

a

ime: o Mar 30, 2022 11:34:53 PM E

=

Blade S, smartevent Client °

Card

@ Prevent 7, Forensics

DETAILS

Log Info
Origin

Time:

Blade:
Triggered By

Product Fa

Event Type:

Protection Details
evesiy:

Confidence Level

& cHeckPoINT

Malhware Action:

© Oct 30, 2020 11:31:21 AM

9 CheckPointKitta-b14818cb-hap1
@© Oct 30, 2020 11:31:21 AM

= -

), Forensics

Endpoint Anti-Bot

B Endpoint

El Log

Blocked

Forensics Case Analysis

s Critical
s Medium

Communication with C&C

Policy
Action @ Prevent
Policy Date:

Sep 15, 2020

Policy Name: Default Forensics settings

164.100.1.8

Log Server IP:

Traffic

Source: ip-192-168-100-5.ec2.internal

(192.168.100.5)
Source User Name: aduser!

achine Name:

O DESKTOP-MSE17GCad.example.com

Forensics Report

©




HAfRTE T

BEL/-BETCAZZRYIAL I EANTEET

B last7Days -] Q

Select a time filter

BEL-EBHE OS2 A

CheckPoint]

&3 CheckPoint

&3 CheckPoint

&3 CheckPoint

&m CheckPoint

Presets
Today (Oct 30, 2020) Last Hour (Since 2:25 PM)
Yesterday (Oct 29, 2020) Last 24 Hours (Since Oct 29, 2020 3:25 PM)
This Week (Since Oct 26, 2020) Last 7 Days (Since Oct 23, 2020)
This Month (Since Oct 1, 2020) Last Week (Oct 19, 2020 - Oct 25, 2020)
This Year (Since Jan 1, 2020) Last 30 Days (Since Sep 30, 2020)
Last Month (Sep 2020)
Last 365 Days (Since Oct 31, 2019)
Last Year (2019)
Relative Time Range
Date Range
Date 2nd Time Range
a Threat Emulation ! 2.94% © Oct30, 2020 11:29:06 ... T, W Critical
O© Oct 30,2020 11:28:52... 73 W= Critical
D O Oct 30,2020 11:28:41.. '@ mw=—- Critical
= Low A— 41.18%

[ ]
& cHeckPoOINT

W & CheckPoint

W & CheckPoint

¥ & CheckPoint



Statistics

Sessions Timeline

I I | I
Fri 23 Sun 25 Tue 27 Thu 29

Blade
Q SmartEvent Client =~ we— 41.18%
@ Anti-Malware — 20.59%
8 core = 14.71%
'43; Forensics - 14.71%
© Anti-Bot ' 2.94%
&, smartview ' 2.94%
& Threat Emulation 2.94%
Severity
=] Low — 41.18%
Informational = 23.53%
Medium - 20.59%
W Critical - 14.71%
Action
@ Prevent — 0 83,33%
* Detect - 16.67%
Origin
&3 CheckPointKitta-b1... 100.0%
Source
| 192.168.100.5 ——100.0%
Destination
i 209.87.209.71 — 100.0%

«

I Statistics 7N JL

MEAREERITREINET

Fzv IRy IR0 )y odhE TNETNOIEE THEICT 4L

REMTHIENTETET

ZALTA Y P CRTRABZEIRT S5 ELRIETT

Statistics

Sessions Timeline
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»

Statistics

T ;3

Time v Blade
© Mar 30, 2022 2:13:21 PM
® Mar 30, 2022 2:13:06 PM
© Mar 30, 2022 9:09:10 AM
® Mar 30, 2022 9:08:20 AM
® Mar 30, 2022 9:08:19 AM
® Mar 30, 2022 9:07:21 AM
® Mar 30, 2022 9:07:17 AM
@® Mar 30, 2022 1:09:18 AM
© Mar 30, 2022 12:59:02 AM
® Mar 30, 2022 12:58:50 AM
O Mar 30, 2022 12:58:44 AM
@ Mar 30, 2022 12:58:39 AM
© Mar 30, 2022 12:58:23 AM
© Mar 30, 2022 12:58:11 AM
®© Mar 30, 2022 12:58:00 AM
® Mar 30, 2022 12:57:48 AM
© Mar 30, 2022 12:57:47 AM
® Mar 30, 2022 12:57:43 AM
© Mar 30, 2022 12:57:38 AM

@ Mar 30, 2022 12:57:36 AM

°
& cHeckPoINT

:’,Q Forensics
@ Forensics

95 Endpeint Compliance

95 Endpoint Compliance

f’_& Forensics
{Q Forensics
@ Threat Emulation
@ Threat Emulation
i& Forensics
:’,Q Forensics
@ Forensics
2:& Forensics
@ Threat Emulation
@ Threat Emulation
@ Threat Emulation

@ Threat Emulation

F—7— R
F—T7—FA2APDLT, I—HEZPa V21— XELBRETATERY AL ZENTEET

B Mar 30,2022 ~ |Q Endpoint3

Action

Detect
Detect

Detect

L& Full Disk Encryption

L& Full Disk Encryption

-
1 Inform User

95 Endpoint Compliance

ﬁ Anti-Malware

' Prevent
@ Prevent
' Prevent
W@ Prevent
W@ Prevent
W@ Prevent
W@ Prevent
' Prevent
' Prevent
' Prevent
W@ Prevent

' Prevent

Severity

Cri...
High
Low
High
High
Low
Low
High
High
High
High
Low
Low
Low

Low

Confidence Le...

Low
Low
N/A
N/A
N/A
N/A
N/A
N/A
High
High
High
High
High
High
High
High
High
High
High

High

Machine Na...
© Endpoint3

© Endpoint3
© Endpoint3
© Endpoint3
Q Endpoint3
© Endpoint3
Q Endpoint3
© Endpoint3
O Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
© Endpoint3
Q Endpoint3
© Endpoint3
Q Endpoint3
© Endpoint3

O Endpoint3

Protection Type

Generic

Generic

File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...
File System Emulati...

File System Emulati...

Protection Name
gen.win.trojan

DOS/EICAR Test_File

Gen.SB.exe
Gen.SB.exe
Gen.SB.exe
Gen.SB.exe
Gen.SB.dIl
Gen.SB.dII
Gen.SB.dII
Gen.SB.dII
Gen.SB.dII
Gen.SB.dII
Gen.SB.dII

Gen.SB.dIl

Malware Act...

Trojan","behavior
Trojan","behavior
Trojan","behavior
Trojan","behavior
Trojan
Trojan
Trojan
Trojan
Trojan
Trojan
Trojan

Trojan

File Name

backdoor.msil.tyupkin.a.vir

eicar_com.zip

14e48d32a7b9058c56882eb61fad0cf1f5261
000031
f57ee2cc-1a44-498a-bd23-0c8defb2ddbd.t
000031
7e2b1bbffa7f05e7bf57ee60d162ef1e6f83b2
f_000035

000034
2826815873d90ad38c5aeeed57¢09385d6ac
ed8c6b08-f914-4231-9e64-699%fcab522a3.t
f_000035

000034

3d14a9¢c7-e1a7-44aa-8adf-4044e9a04c50.t
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DI AT LIEFE

c ATDHT7 LRTREEETETET

RR7EO 7 74 IL%ER

XA MINR—D T HIY YD

Time v Blade Frotecuo... mMaiware AcCL... rin : Name
Profile Editor...
© Mar 30, 2022 9:09:10 AM 93 Endpeint Complia... Detect Me... )
Automatic
O Mar 30, 2022 9:08:20 AM L& Full Disk Encryption Me...
Access Control 3
f 2022 9:08: f Ca i ot f
® Mar 30, 2022 9:08:18 AM =a Full Disk Encryption Me... v Endpoint N Anti-Bot
O Mar 30, 2022 9:07:21 AM 93 Endpeint Complia... 1 Inform..  Cri.. Management » « Anti-Exploit
© Mar 30, 2022 9:07:17 AM 93 Endpoint Complia... - High Mobile > Anti-Malware
@ Mar 30, 2022 1:09:18 AM a Anti-Malware ) Low Threat Prevention S Anti-Ransomware
O® Mar 30, 2022 12:59:02 AM O:C:l Forensics W Prevent s High] wm High File System Emulation Forensics d3ag
®© Mar 30, 2022 12:58:50 AM 'rfﬂ@l Forensics W Prevent s High] = High File System Emulation Threat Emulation 0031
O Mar 30, 2022 12:58:44 AM &3 Threat Emulation W Prevent i Low | = High File System Emulation Threat Extraction e2cc-
® Mar 30, 2022 12:58:39 AM @ Threat Emulation W Prevent | Low | mmmmm High File System Emulation Zero Phishing 0031
O© Mar 30, 2022 12:58:23 AM ff@ Forensics W Prevent s High = High File System Emulation Gen.SB.dII Trojan 7e2b1bbff
2 AL o Dm0 == = = alalalel

[
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JIYEEOHE

JT)E@EEERT S, FEICRK--TATHLERLIZLI-FDAZRRTELT

MR T 2ERRT AICIE. 7—ILEEF. T4V RKAH—K, 74— F, S@FEA2FERBLET

AR TVREUIRDEHY TF

[<Field>:] <Filter Criterion> '

FEAEDF— 7—%@7IU FHT. ki%$¥%i[%éﬂiﬁhﬁ\—%W%ﬁ%UiT
JIVERICHAFINIEELSRRING WG AKNFINLFHEE L THFET
5 : source: <X> 1. j(ﬁ(—?—/J\ﬁ(%?b‘E/“a'Jé#’Li?‘ Source:<X>TIZ— L £H A

1207 T VIZEBOZEZRHHICIE, 7—IVEEFEZFERALET

[<Field>:] <Filter Criterion> {AND | OR | NOT} [<Field>:] <Filter Criterion> ...

BHEROEEEZFH 27T 2EMAT 555, ANDIZEEMICEERIEEINS O, EMTH2U4ZEIHY FEA

MHEICIG L T, ORi#i%®@®7—w£M¥%AﬁLi¢

[
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https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Query-Language-Overview.htm

DI EEOHE

« 1HFEOXZFI DG -« IP7RFLX
.« Alice e N7 UTYTHERINBIPTRFLRIE 1HEELT
 inbound hov hEanixd
« 192.168.2.1 « 192.168.2.1
« some.example.com « 2001:db8&::f00:d
 dns_udp

c TAINFA—RFXFEZEDI Y bT—0H
. TL—Z DM 74y 7 AZEALT, BENOIPY KL RIC—HT
A7 %BRTHIEHTEET
e src:192.168.0.0/16
o src:192.168.2.0/24
e src:192.168.2.*
e 192.168.*

« "Alice Pleasance Liddell"
« “Log Out"

[
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https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Query-Language-Overview.htm

DI EEOHE

- NOT 1&
e KXoy, O DF—7— K TNOT<Field>EZFERBL T, 74 =)L FDEHAZTY O{ETIZE
HKWAYZ AR T X

¢ NOT <field>: <value> )

« NOT src:192.168.2.100

e TAILKH—F
« JTYTEEDTAINFNA—FXFE (CBL?) 2FHAL T, AL - FDOEHXFF/-1IXFI %
BETZET
« L. XFHE—ELFT
V. IXFIT—ELET
o Ali* [Z. Alicex>. Alia. Alice Pleasance Liddell &N —3 L £ 7
o Ali? [Z. AliaXAlisZ E A —E L £ 9. Alicex>Alice Pleasance LiddellZ & 13— L £ A

[
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https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Query-Language-Overview.htm

VT FEDOHME

74— EF=T7—=F
e TANREZFHDF—T—F LT, BRIEEINZT7 4 —ILNZZFERTEET

<field name>:<values>

« source:192.168.2.1
- action:(Reject OR Block)

Keyword Keyword Alias Description
severity ARV NDEKRE
app_risk TV —=arvhbDBENKRY R
Protection REDLH

protection_type

REDRAT

confidence_level

ARV IDBEOHDILDTHIHELE

action XU T A=K TEITEINE T3>

blade product V7 b7 T7L—F (£Fa2) T 1 ke

destination dst 274 v 7DBEIPT LR, DNS&, £HIEFzvIRA Y by FT—0F 7220 b4
origin orig HRETOLFXF2UT AT — b7 A DERE]

service AT MY ZERLEY—EX

source src 274 v 0DEETIPT FLR, DNS&, £ EF v I RA VY bRy bT—0F TV 27 bE
user A—H¥—%

c TJA—=IREEFERALAWVEES., WINHLDT 1 —IL KEHEGEF

[
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https://sc1.checkpoint.com/documents/Infinity_Portal/WebAdminGuides/EN/Harmony-Endpoint-Admin-Guide/Topics-HEP/Query-Language-Overview.htm

JIL) SEDHME
- TJ—IVEET
« 7—ILEEFAND, OR, BLUNOTHEFERL T, EHZU AT O 7 AN EZ—%1ERLTE X
BDOT7—ILRAEFFEMCEHGZENTEET
7= IILEBFR L TEROZXEEANT S E, ANDEEFIEBRIEESINE T
o 1l L CEMOREEZEHT 55, OREEFIFANDEEFORIICERINE T

-
« blade:"application control” AND action:block
« 192.168.2.133 10.19.136.101
« 192.168.2.133 OR 10.19.136.101
« (blade: Firewall OR blade: IPS OR blade:VPN) AND NOT action:drop
« source:(192.168.2.1 OR 192.168.2.2) AND destination:17.168.8.2
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VL) SEEDHEE

B Mar30,2022~ Q

» Confidence Le... Protection T... Protection Na... File Name
® Mar 30, 2022 2:13:21 PM ?Q Forensics Detect L Low L Low Generic gen.win.trojan backdoor.msil.tyupkin.a.vir
® Mar 30, 2022 2:13:06 PM @ Forensics Detect | Low u Low Generic DOS/EICAR Test... eicar_com.zip
® Mar 30, 2022 9:09:10 AM 99 Endpoint Compliance Detect Medium N/A
© Mar 30, 2022 9:08:20 AM L& Full Disk Encryption Medium N/A
® Mar 30, 2022 9:08:19 AM L4 Full Disk Encryption Medium N/A

i Mar 30, 2022 -I Q pbladeforensics I

Time ¥  Blade Action Severity Confidence... Protection Type Protection Name File Name

©® Mar 30, 2022 2:13:21 PM @ Forensics Detect ] Low u Low Generic gen.win.trojan backdoor.msil.tyupkin.a.vir
® Mar 30, 2022 2:13:06 PM TQ Forensics Detect | Low | Low Generic DOS/EICAR Test_File  eicar_com.zip

@© Mar 30, 2022 12:59:02 AM @ Forensics @ Prevent  mmmm - High m— High File System Emulation Gen.SB.exe 14e48d32a7b9058c56882eY
©® Mar 30, 2022 12:58:50 AM ?,Q Forensics @ Prevent  mmmm High m— High File System Emulation Gen.SB.exe f.000031

© Mar 30, 2022 12:58:23 AM @ Prevent = High mm High File System Emulation Gen.SB.dIl 7e2b1bbffa7f05e7bf57ee60

Confidence Level Protection Name File Name

Protection Type

© Mar 30, 2022 12:55:08 AM i& Forensics m Critical Static File Analysis Gen.MLSA 581cf8c1-4f20-4abf-97e7-8895a0117b40.tmp

@® Mar 30, 2022 12:54:35 AM #X, Forensics m Critical File Reputation Gen.Rep.dll unconfirmed 344285.crdownload
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